(IS Windows 7 VPN Setup Guide

STEP 1 - Open the "Network and Sharing Center". Found in the Control Panel under "Network and

Internet".

==

%v'ﬁ » Control Panel »

v | 4 I l |Search Control Panel

P

Adjust your computer's settings

gy  System and Security
Review your computer's status

Back up your computer
Find and fix problems

.. Network and Internet
G‘ View network status and tasks

“&&., Choose homegroup and sharing options

Hardware and Sound
View devices and printers
) Add a device

Connect to a projector
Adjust commeonly used mobility settings

Programs
k‘ ) Uninstall a program

View by: Category ¥

User Accounts and Family Safety
@ Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

!’
Clock, Language, and Region
£ 13 Change keyboards or other input methods
| A Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display
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STEP 2 - Select "Set up a new connection or network”.

E » Control Panel » Network and Internet » Network and Sharing Center v |4, H Search Control Panel P'

Control Panel Home . - - u .
View your basic network information and set up connections

Change adapter settings @’l € 0 See full map
2 advanced Shantg WINDOWS?_X86 Network 3 Internet
settings 5
(This computer)
View your active networks Connect or disconnect

3 Access type: Internet

Home network HomeGroup:  Ready to create

Connections: [ Local Area Connection

Change your networking settings -

| Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
o
Diagnose and repair network problems, or get troubleshooting information.

See also
HomeGroup
Internet Options

Windows Firewall
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STEP 3 - Select the connection type: "Connect to a workplace".

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

", Set up a new network
<« Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

Set up a dial-up connection
Connect to the Internet using a dial-up connection.
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STEP &4 - If other connections are already configured, select "Create a new connection".

Do you want to use a connection that you already have?

© No, greate a new connection

() Yes, I'll choose an gasting connection
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STEP 5 - Select “Use my Internet Connection (VPN)".

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

", Set up a new network
<« Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

Set up a dial-up connection
Connect to the Internet using a dial-up connection.
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STEP 6 - Fill out any name, then provided server address

N = Create a VPN connection

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: vpn.example.com

Destination narme: Exarnple VPN

[ Usze a srart card

r&' [C] Allow other people to use this connecticn
This option allows anyone with access to this cormnputer to use this connection.

[ Don't connect now; just set it up sol can connect later

[ Mext g[ Cancel
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STEP 7 - Fill username and password information.

- = =

- S
@ {ig Connect to a Workplace

Type your user name and password

User names: username@email.com
Passwaord: Ty
[] Show characters

Rermember this password

Domain (optional):

Create ][ Cancel
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STEP 8 - Close the window.

The connection to the Internet is ready to use

To connect to the Internet next time, left-click the netwerk icon in
the taskbar and click the connection you just created.
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STEP 9 -Go back to the "Network and Sharing Center" to modify your new VPN connection’s

settings.
%VI:‘; <« All Control Panel Items » Network and Sharing Center v I +5 | [ Search Control Panel pe) I
Control Panel Home 3 A . . . @
reren View your basic network information and set up connections
i B & See full ma
Change adapter settings ﬁ*; @ q P
Ch d d shari
g SoRnce SN ERICGEIER-PC Network Internet
settings =
(This computer)
View your active networks Connect or disconnect
Access type: Internet
Z Network e
n HomeGroup: Ready to create
l\ Home network : s
Ik Connections: [ Local Area Connection
Change your networking settings
<G4 Set up 2 new connection or network
: Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
&« Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
See also Access files and printers located on other network computers, or change sharing settings.
HomeGroup Troubleshoot problems
Internet Options Diagnose and repair network problems, or get troubleshooting information.
Windows Firewall
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STEP 10 - Right click on VPN connection and open VPN properties.

( ': -, .
Uv|@« Metwork an... » Metwork Connections »

Search Network Connections pe

Rename this connection » ;I‘:: -

Organize « Start this connection

K
L

L=

-

A

Local Area Connection
Metwork cable unplugged

x @2 Killer €200 PCI-E Gigabit Etherne...

VirtualBox Host-Only Network
Unidentified network

VirtualBox Host-Only Ethernet Ad...

Wireless Metwork Connection
TELUS2410

=:|ﬂ Intel(R) Centrino(R) Wireless-M 22...

Ak
=

Local Area Connection 2
Metwork cable unplugged
TAP-Win32 Adapter V9

K,

YPM Connection

- Disconnected

32 WAN Miniport (FPTP)

Connect
Status

Set as Default Connection
Create Copy

Create Shortcut

'@' Delete
'@J Rename D}

'@ Properties
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STEP 10 - In the "Options" tab, uncheck the Windows Domain box.

= L2TP VPN Vyncke Properties

General | Options |Sec1.|rit}r | Metworking | 5harir1g|

Dialing options
[V Display progress whils connecting:

Include Windows logon domain

Prompt for name and password, certificate, etc.

Redialing options

Bledial attempts: 3

Time between redial attempts: [1 minute
|dle time before hanging up: [never
|dle threshaold:

Redial f line is dropped

PPP Settings...

|| Ccancel
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STEP 11 - On the "Security" tab. VPN Type: L2TP/IPSec.

(s S e
= VPN Connection Properties

| General | Options | Security | Networking | Sharing |

Type of VPN:

() Use BExtensible Authentication Protocol (EAP)

|

@ Allow these protocols
any of these protocols for other VPN types.
[] Unencrypted password (PAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

password {and domain, if any)

[Automatic v]

Data encryption:

[Requife encryption {disconnect if server declines) v]
Authentication

| Properties |

EAP-MSCHAPv2 will be used for IKEv2 VPN type. Select

Challenge Handshake Authentication Protocol {CHAP)

[] Automatically use my Windows logon name and

vl

o) Cooe
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STEP 12 - Staying on the "Security" tab, click VPN Advanced Settings by selecting the "Pre-
shared key" option.

Advanced Properties
LZTP

(@) Use preshared key for authentication

Key:

i) Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ Ok ] [ Cancel
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STEP 13 - From the “Network and Sharing Center", click on "Connect to a network" and select
your connection.

User name: vea

Password [To change the saved password. cick here]
Domain:

[V] Save this user name and password for the following users
© Me ogly

Anyone who uses this computer

- G [Pt ] (o0




